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E-Safety Policy Overview
E-Safety encompasses Internet technologies and electronic communications such as mobile phones and
wireless technology. It highlights the need to educate children and young people about the benefits and risks
of using new technology and provides safeguards and awareness for users to enable them to control their
online experiences.
The school’s e-safety policy will operate in conjunction with other policies including those for Pupil
Behaviour, Bullying, Curriculum, Data Protection and Security.

Good Habits
E-Safety depends on effective practice at a number of levels:
published policies.
-safety policy in both administration and curriculum, including secure school
network design and use.
content filtering.
r to ensure systems to
protect pupils are reviewed and improved.

Watch Foundation) or CEOP (Child Exploitation & Online Protection Centre).
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Merryhills Primary School acknowledges the assistance of Kent County Council in providing content in this
document.
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School e-Safety Policy
Merryhills Primary School’s Safeguarding Designated Officer will also act as the E-Safety Coordinator as the
roles overlap.
Our e-Safety Policy has been written by the school. It has been agreed by the senior management team and
approved by governors in December 2017.
The e-Safety Policy will be reviewed annually by the ICT Coordinator or other senior member of staff.

Why is Internet Use Important?
The purpose of Internet use in school is to raise educational standards, to promote pupil achievement, to
support the professional work of staff and to enhance the school’s management information and
administration systems.
Internet use is part of the statutory curriculum and a necessary tool for learning. It is an essential element in
21st century life for education, business and social interaction. Access to the Internet is therefore an
entitlement for pupils who show a responsible and mature approach to its use. Our school has a duty to
provide pupils with quality Internet access
Pupils will use the Internet outside school and will need to learn how to evaluate Internet information and to
take care of their own safety and security.

How does Internet Use Benefit Education?
Benefits of using the Internet in education include:
-wide educational resources including museums and art galleries;
The NEN is the UK collaborative
network for education, providing schools with a safe, secure and reliable learning environment and direct access to a
growing range of online services and content);

-wide;

effective curriculum practice;
l associations;

with the Local Authority and DfE; access to learning
wherever and whenever convenient.
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How can Internet Use Enhance Learning?
the age of pupils.
given clear objectives for Internet
use.
-line activities that will support learning outcomes planned for the pupils’
age and maturity.
s will be educated in the effective use of the Internet in research, including the skills of knowledge
location, retrieval and evaluation.

Authorised Internet Access
ol ICT resource.

World Wide Web
Authority helpdesk via the e-safety coordinator or other senior member of staff.
be critically aware of the materials they are shown and how to validate
information before accepting its accuracy.

Email
-mail accounts on the school system.
-mail.
-mail communication, or arrange to
meet anyone without specific permission.
rsonal e-mail accounts may be blocked.
-mail sent to external organisations should be written carefully and authorised before sending, in the
same way as a letter written on school headed paper.
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Social Networking
Schools should block/filter access to social networking sites and newsgroups unless a specific use is
approved.
location
hould be advised not to place personal photos on any social network space.
individuals and instructed how to block unwanted communications. Pupils should be encouraged to invite
known friends only and deny access to others.

Filtering
The school will work in partnership with the Local Authority and the Internet Service Provider to ensure
filtering systems are as effective as possible.

Video Conferencing
security rather than the Internet.
fore making or answering a videoconference
call.

Managing Emerging Technologies
ried out
before use in school is allowed.
inappropriate text messages is forbidden.
en

Published Content and the School Web Site
-mail and telephone number. Staff or
pupils personal information will not be published.
or nominee will take overall editorial responsibility and ensure that content is accurate
and appropriate.
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Publishing Pupils’ Images and Work
arly
identified.
here is a statement in the Home School Agreement referring to our policy on digital images of children.

Information System Security

Protecting Personal Data
Personal data will be recorded, processed, transferred and made available according to the Data Protection
Act 1998.

Assessing Risks
to the international scale and linked Internet content, it is not possible to guarantee that unsuitable material
will never appear on a school computer. Neither the school nor Enfield Council can accept liability for the
material accessed, or any consequences of Internet access.
dit ICT use to establish if the e-safety policy is adequate and that the implementation
of the e-safety policy is appropriate.

Handling e-safety Complaints
complaint about staff misuse must be referred to the headteacher.
procedures.
-safety issues should use the established school complaints
procedure.
handling potentially illegal issues.
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Communication of Policy
Pupils

Staff
-Safety Policy and its importance
explained.
and professional conduct is essential.

Parents
-Safety Policy in newsletters, the Home School Agreement
and on the school Web site.
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E-Safety Incident
Illegal material or activity found or suspected
Illegal activity
Report to IWF and/or police
Report to police
Report to CEOP
(but police if risk of immediate danger)
Report to ICT coordinator and/or e-safety officer
Secure and preserve evidence
If pupil: review incident and decide on appropriate course of action, applying sanctions as necessary

Await police/ IWF/CEOP response
If illegal material or activity is confirmed, allow police or relevant authority to complete their investigations,
seeking advice from LEA an Governors on the treatment of the offender/victim
If no illegal material or activity is confirmed, refer to internal disciplinary procedures for staff
Unsuitable materials
Child at risk
Illegal content
If Staff: review incident and decide on appropriate course of action, applying sanctions as necessary

Debrief on e-safety incident
Review policies and technical tools and share experience and practice as required
Monitor Situation
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Appendix A
Flowchart for responding to e-safety incidents in school

Adapted from Becta – E-safety 2008
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Appendix B
Key Stage 2

Think then Click

e-Safety Rules for Key Stage 2

with.
-mail people an adult has approved.
-mails that are polite and friendly.
-mails sent by anyone we don’t know.
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